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(Mahidol University Emblem)
Mabhidol University Announcement
RE: Privacy of Prospective Students’ Personal Data

Mahidol University

Mahidol University determines to protect and respect the privacy rights of prospective
students by issuing the Announcement on Privacy of Prospective Students’ Personal Data
associated with the Announcement on Student Data Privacy. This Announcement includes
the additional details of the personal data processed by the University to transfer from the
prospective student status to the Mahidol University student status.

This Announcement is applied for the personal data received directly from the applicants
and that from the University units or other associated organizations. The University shall
notify the prospective students of the Announcement within 30 days to study and understand
the process of the prospective student’s personal data operated by the University.

For the details of this Announcement, the prospective students will receive the additional
data/information about the use of the prospective students’ personal data when they apply for
registration. In addition, the prospective students may be required to give the consent to
Mahidol University to operate the personal data of the prospective students, for some issues.
In such cases, the prospective students have rights to give or refuse the consent without
affecting the principal services given to the prospective students.

In case of any changes of this Announcement, the University shall issue a new
announcement via website (https://privacy.mahidol.ac.th/) and will notify the prospective
students of the change via the suitable contact channels.

What is personal data?

“Personal Data” means any information relating to a person which enables the identification
of such person, whether directly or indirectly, including the name of the prospective student
and the other data/information such as birthdate, nationality, gender which, when
accumulated, enables to identify the prospective student. The data/information may be stored
in several forms such as electronic or print forms.

The lawful basis for processing personal data

Under the Personal Data Protection Act (PDPA), Mahidol University acts as the data
controller who has empowered decision-making on storing, using, or disclosing personal data.
In this regard, the data controller’ duties include notifying the prospective students of the
guidelines used by the University to store, use, or disclose personal data; for example, which
data is stored by the University? What basis of law or regulation is used? Why does it need
to be stored? From where is it obtained? Who shares the personal data? The guidelines also
include the notification of rights for the personal data of the prospective students.


https://privacy.mahidol.ac.th/

Types of stored personal data

Mahidol University may store the personal data while applying to the University. The
data/information of all prospective students is mostly stored as specified; however, some
types may be stored in some situations, and not all the prospective students’ data will be
stored.

The personal storage data are as follows:

ID code of prospective student

First name — Last name

Date/ month/ year of birth

ID card no. / passport no.

Gender

Nationality

Country

Contact data, e.g., house registration address, home contact address, email, telephone
number, location

Primary education criteria e.g., education level, highest degree, schools, grades, exam
course results, recommendation, admission score based on courses, English exam scores
or other skill-based scores

Photo of prospective student

Data of registration and payment

Lawful data e.g., Log records and information use

Photos and video clips that may be shot or recorded during the events, activities, or
meetings

The University may record the photos or video clips from CCTV for safety

Sensitive personal data

In case of storing sensitive personal data, the University shall control access to the data and
only share it carefully with the person related to it. This includes the case of giving consent.
The University shall notify of the reason for using the data and the reason for not giving
the data so that the prospective student is able to consider the reason for necessity.

The personal data related to the data of legitimate breach proof

In some situations, Mahidol University may need to use the prospective student’s personal
data which is related to the data of breach verification. Such data shall be operated under
control of access and shared carefully. The University shall notify the prospective students
privately about the use of personal data.

Data/information received by Mahidol University and forwarded to work
units or other related organizations

As the University has been working in cooperation with the units or other related
organizations, some data/information may be stored in some situations and not all the



prospective students’ data may be stored. The examples of the units and organizations the
University has worked with are as follows.

Council of University Presidents of Thailand (CUPT): Mahidol University may receive
the prospective students’ personal data including their study results and exam results
via the application process such as the TCAS. In addition, their personal data will be
sent to the CUPT if the prospective students pass the test and are selected.

The University shall follow the legislation related to the operation of the educational
institutions on the basis of the National Education Act to send the prospective students’
personal data to Ministry of Higher Education, Science, Research and Innovation as
required.

Mahidol University may have to check the previous education documents of the
prospective students, their work experience documents, or the recommendation they
use for application. It is necessary that these personal data documents shall be sent to
and received from the units as mentioned before.

Mahidol University shall work closely with financial institutes in cases of financial
transactions where the prospective students’ personal data may be shared and
transferred back to confirm the status of the transactions.

In some cases, Mahidol University may have to share the personal data with public
authorities as required by laws, for example, data to investigate an accusation of
cybercrime.

In this regard, Mahidol University shall issue a non-disclosure agreement (NDA) with
concerned institutes or organizations.

Objectives of collection, use or disclosure of personal data

In general, Mahidol University shall process the personal data for the purpose of personal
data administration of prospective students as specified in the table. In addition, legal basis
for personal data processing is also identified.

Objectives UfpEs i Legal basis
personal data
1. Application process All personal data | Task performances for
The University uses personal data public interest of controller
of prospective students for The University processes
e Application to study at personal data on the basis of
Mahidol University performances for public
e Coordination with units and interest related to the
study programs objectives in Section 7 and
e Communication with duties in Section 8 of
prospective students regarding Mahidol University Act.
application process
e In case of online application, Performance of a contract
audio and visual content as The University signs a
well as information related to contract with prospective
the personal data of students when they apply to
prospective students may be study at Mahidol University.




recorded for consideration of
their application

e Transfer of personal data of
prospective students for
confirmation of student status
(With reference to
Announcement on Student
Data Privacy)

e A summary report to TCAS
and MHESI

e Disclosure of applicant ID
numbers and full names to the
public for the applicants who
are eligible for interview or are
accepted into the University

Legal requirements

The University must act in
accordance with any laws
relevant to the performance
of higher education
institutions according to
Higher Education Act.

Where processing is
necessary for the purpose
of the legitimate interests.

2. Resource management for

prospective students

The University collects, uses, and

discloses personal data of

prospective students for

e Resource management, such as
accessibility to information
system

e Activities and participation
support, such as Job Fair

e Academic quality assurance

e Legitimate tracking, such as
log collecting for Internet
service

All personal data

Task performances for
public interest of controller
The University processes
personal data on the basis of
public interest related to the
objectives in Section 7 and
duties in Section 8 of
Mahidol University Act.

Performance of a contract
The University signs a
contract with prospective
students when they apply to
study at Mahidol University.
In some cases, a contract
may be issued for some
activities.

Legitimate interest
Mahidol University must act
in accordance with any laws
relevant to Electronic
Transaction Act

e Security, such as CCTV

Sensitive personal
data

A vital public interest
To protect fundamental
rights and benefits of data
subjects.

3. Tuition fee and scholarship
management

The University collects, uses, and
discloses the personal data of
prospective students for

e Tuition fee management

e Scholarship management

All personal data

Task performances for
public interest of controller
The University processes
personal data on the basis of
performances for public
interest related to the
objectives in Section 7 and




duties in Section 8 of
Mahidol University Act.

Performance of a contract
Mahidol University signs a
contract with prospective
students when they apply to
study or receive a
scholarship.

4. Transfer of the prospective
student database to the current
student database
Personal data of prospective
students will be transferred when
they are accepted to study at the
University. For more information,
see the sections retention period
and Announcement on_Student
Data Privacy. In this regard, the
University will collect, use, and
disclose their personal data for
e Confirmation of application
e Communication and
coordination

All personal data

Task performances for
public interest of controller
The University processes
personal data on the basis of
performances for public
interest related to the
objectives in Section 7 and
duties in Section 8 of
Mahidol University Act.

5. Advertisement of programs,
units, and the University

The University shall collect, use,
and disclose personal data of
prospective students, which may
include audio and visual
information as well as information
related to personal data of
prospective students, to advertise
the University, units, programs, or
activities.

All personal data

Task performances for
public interest of controller
The University processes
personal data on the basis of
performances for public
interest related to the
objectives in Section 7 and
duties in Section 8 of
Mahidol University Act.

6. Organizational analysis and
research

The University shall collect, use,
and disclose personal data of
prospective students for statistical
quality assurance analysis and
research to improve the quality and
procedure.

All personal data

Task performances for
public interest of controller
The University processes
personal data on the basis of
performances for public
interest related to the
objectives in Section 7 and
duties in Section 8 of
Mahidol University Act.




International personal data transfer

In some cases, the personal data of prospective students may have to be transferred overseas.
The University will ensure that the personal data may have to be transferred overseas in
accordance with relevant data protection laws. In case the destination country does not provide
adequate personal data transfer standard or the personal data transfer procedure is not
performed in accordance with the personal data protection law of the destination country, the
University shall sign a contract with the prospective students to transfer their personal data
overseas only for the purpose specified in the contract.

Principles of personal data protection
When personal data are collected, used, or disclosed, Mahidol University shall follow the
Mahidol University’s Announcement on Personal Data Protection Policies, which are in
accordance with the following principles of personal data protection.

(1) Lawfulness, Fairness and Transparency: The collection, use or disclosure of the
Personal Data shall be lawful, fair and transparent.

(2) Purpose Limitation: The collection, use or disclosure of the personal data shall
be proceeding under the scope and purposes specified by the University, and shall not be used
or disclosed in any way other than the scope and purposes of collecting, using or disclosing
those data.

(3) Data Minimization: The collection, use, or disclosure of the personal data shall
be limited as adequate, relevant and necessary, and shall comply with the purposes of
collecting, using and disclosing those data.

(4) Accuracy: The personal data that are collected, used, or disclosed shall be
accurate and, where necessary, kept up to date.

(5) Storage Limitation: The personal data that are collected, used or disclosed shall
be retained to the extent necessary.

(6) Integrity and Confidentiality: The collection, use or disclosure of the personal
data shall be handled safely with appropriate security measures.

Duration of the Personal Data Storage

The University will store the personal data of prospective students for 1.5 year, following the
plan for the University central data storage. This is done for the purpose of statistical analysis
and research with an aim of quality and process improvement as well as the use for the
validation of admission evidence.

The rights of personal data owners

The rights of personal data owners, following the Personal Data Protection Act B.E. 2562
(2019), and the access and facilities are as follows:

(1) Right of Access: the right to access, ask for a copy of personal data under the
protection of the University, or ask for the sources of personal data obtained without consent:



for further information regarding the access and facilities, please see the topic “Instructions for
accessing the personal data of prospective students.”

(2) Right to data portability: the right to obtain the personal data in case the University
has converted the personal data into the format that can be read or used with automatic devices
or equipment, and can be used or disclosed by automatic methods; the right to ask the
University to transfer the data to other data controllers when it can be processed by automatic
methods; and the right to directly obtain the data transferred via the mentioned methods to other
data controllers, except when technically this cannot be done: students have the right to transfer
their data to other organizations: for further information regarding the access and facilities,
please see the topic “Instructions for transferring personal data of prospective students to other
data controllers.”

(3) Right to object: the right to object to the collection, use, or dissemination of personal
data: for further information regarding the access and facilities, please see the topic
“Instructions for objecting to the collection, use, or dissemination of prospective students’

personal data.”

(4) Right to erasure: the right to ask the University to erase, destroy, or make the
personal data unidentifiable: for further information regarding the access and facilities, please
see the topic “Instructions for de-identification of the prospective students’ personal data.”

(5) Right to restriction of processing: the right to ask the University to stop using the
personal data. These cases are, for example, when there are disagreement concerning the
accuracy of the prospective students’ personal data, or when it is unnecessary for the University
to use the prospective students’ personal data to achieve the goal of the collection, use, and
dissemination of the data: further information regarding the access and facilities can be done
through admission staff via https://incident-pdpa.mahidol.ac.th.

(6) Right to rectification: the right to ask the University to rectify, update, complete,
and avoid making the data become misleading: for further information regarding the access
and facilities, please see the topic “Instructions for rectifying, updating, completing, the
personal data and avoiding the data misleading.”

These have to comply to the law, and the University may reject the requests mentioned made
by the owners of the personal data or authorized persons if the rejection is not against the law.

The rectification of personal data, making the data up-to-date, complete, and not
misleading

According to the Personal Data Protection Act B.E. 2562 (2019), the University needs to have
the procedure to ensure that the personal data collected, used, or disseminated, is accurate, up-
to-date, complete, and not misleading. In case the prospective students find that the personal
data is inaccurate, they should notify the admission staff to record this via https://incident-
pdpa.mahidol.ac.th. This should be done together with the identification of the sources of the
disagreement of the data so that the University can rectify and update the data.
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In case the prospective students would like to edit their personal data not related to any violation
of personal data such as changing names, last names, or addresses, this can be done through
the general procedure specified by the related units.

Instructions for accessing the personal data of prospective students

As mentioned, prospective students have the right to access, ask for a copy of personal data
under the protection of the University, or ask for the sources of personal data obtained without
consent. The University has provided the contact channels administered by admission staff via
https://incident-pdpa.mahidol.ac.th.

The requesters have to specify the time they would like to verify the data accession, as well as
the reasons for such verification. The University will consider the requests made by the
personal data owners or authorized persons. The University has the right to reject the requests
if they do not comply with the Lawful Basis for Processing Data. The University will contact
the requesters and inform them of the duration of the process. In some cases, this might involve
certain amount of fees.

Instructions for transferring personal data of prospective students to other data
controllers

If the prospective students need to transfer their personal data to the other organization, the
application should be submitted to the units that are responsible for academic affairs.

Instructions for objecting to the collection, use, or dissemination of prospective students’
personal data

The University can collect, use, or disseminate personal data as deem necessary for the
objectives that are legal and comply with the Lawful Basis for Processing Data. In case the
University uses a database for the consent for the collection, use, and dissemination of personal
data, the prospective students will be informed of the reasons for such data collection. The
prospective students can object to the collection, use, or dissemination of the personal data
without any effect to the services or other processes they will obtain. Moreover, in case the
students have given their consent for the collection, use, or dissemination of the personal data,
they can later annul the consent. The annulment must not affect the Lawful Basis for Processing
Data. If the consent was given through the system, the annulment can be performed through
the same system. If the consent was given through documentation, the annulment has to be
performed through the units where the consent was given.

However, if such operation is not consistent with the Personal Data Protection Law, the
University has provided the contact channels through admission staff to do this via
https://incident-pdpa.mahidol.ac.th.
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The requesters have to notify the situation they demand for inspecting the data access and the
reasons for inspecting it. The University shall consider the request for right done by the
personal data owner or the authorized person and contact the requesters after consideration.

Process of de-identification of prospective student’s personal data

The University is able to store, use, or disclose personal data, where necessary, under the lawful
objectives which are consistent with the personal data protection law. In case the prospective
students demand their rights for the de-identification of their personal data without affecting
the objectives of data storage, use, and disclosure, the University shall manage the contact
channels administered by the staff who are responsible for the application process to operate
the system via https://incident-pdpa.mahidol.ac.th.

The applicants must notify the reason for the de-identification of their personal data by using
the form required by the University. After that, the University will consider the request for
rights of the applicants or the designated person and contact the requester.

Append data of announcement for privacy and contact
Should the prospective students have any inquiries about their personal data which is not
specified in the Announcement on Student Data Privacy, see more information from the

following websites.

https://privacy.mahidol.ac.th/

This includes suggestions of personal data and the Mahidol University Announcement on
Personal Data Protection Policy.

Should you need any help, contact the Data Protection Officer (DPO) or send an e-mail to
privacy@mabhidol.ac.th.
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